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ABSTRACT
Standards? What standards?

1. INTRODUCTION

Measurement-based studies have become an increas-
ingly important component of Internet research. One
naturally wonders if - as a research community - we have
adhered to or established certain standards for perform-
ing such studies. We argue in this position paper that
there really exist no such standards, and researchers
tend to repeat common errors and are by and large
oblivious to the many pitfalls that stem from taking
Internet measurements at face value. One could sim-
ply attribute this situation to ”laziness” on the side of
networking researchers and leave it at that. Alterna-
tively, one could confront the community with a strin-
gent set of standards, but this may feel like asking to
”live a life without biblical sin.” Neither solution will
help much and will change the current lack of standards.
Instead, by posing a number of specific questions and
discussing possible answers, we advocate here a practi-
cal approach to arrive at a prudent sense of just what
these desired standards should be and may be able to
achieve. However, we fully realize that a commonly-
accepted set of standards can only be established and
implemented through a true community effort, and we
outline some initial steps at initiating such an effort
within the networking research community.

With the proliferation of measurement-based Internet
research efforts (e.g., see [3] and references therein) has
come an increasing awareness of the often limited na-
ture and poor quality of the measurements that can be
collected from decentralized and distributed large-scale
system such as the Internet. Clearly, the responsibility
to fully acknowledge and detail the main limitations,
shortcomings, and pitfalls that are exhibited by some of
the most widely available and used measurements and
that result from the inherent inability of the Internet
to efficiently and effectively support large-scale third-
party measurements lies squarely with the networking
researchers. They are either the producers, owners, con-

sumers, or users of the existing data and as such, can be
expected to be intimately familiar with the instrumen-
tation, measurement process, or collection effort. In
particular, they ought to be knowledgeable about de-
ciding whether or not to use the data at hand for pur-
poses for which the original measurements were never
intended. Unfortunately, as a community, we have by
and large set a bad example, either by ignoring these
responsibilities all-together or by only giving lip service
to them.

To address this problem, we pose in this paper a num-
ber of questions that we believe are pertinent to raising
the bar for measurement-based Internet research. The
questions’ sole purpose is to raise some critical issues
that any scientist involved in measurement-based re-
search should mull over and should be able to address
in the context of his or her work. The dilemma we face
posing such questions is that they have to be high-level
and flexible enough to be broadly applicable and at the
same time detailed and specific enough to avoid being
viewed as "mom and apple pie” questions. We try to
overcome this dilemma by illustrating answers to our
questions in the context of a specific application area
where measurements have played an important role and
where the answers show the potential that our questions
have for raising the standards.

The key question for any measurement-based research
effort is Q: “Do the available measurements and
their analysis and modeling efforts support the
claims that are made?” We argue that a satisfac-
tory answer requires a thorough examination of all or a
subset of the following issues: (1) quality of the avail-
able measurements, (2) appropriateness of the statis-
tical analysis of the measurements, (3) scientific value
of the modeling approach, and (4) thoroughness of the
validation effort. In turn, such an examination can be
facilitated by a set of sub-questions that deal with is-
sues (1)-(4) and concern aspects of data hygiene and
data usage, data analysis, and the purpose of model-
ing and meaning of model validation, respectively. In
the rest of the paper, we discuss these issues in more
detail and illustrate the breadth of criteria that, when



applied judiciously, are bound to raise the standards for
measurement-based Internet research. We also discuss
our approach in the context of parallel efforts aimed
at improving strategies and practices for sound Inter-
net measurements [10], enabling sharing of data via
anonymization techniques [8], establishing an etiquette
for using someone else’s measurement data [2], enforcing
a level of statistical rigor that is commensurate with the
quality of the available data [12], and advocating model-
ing and model validation efforts that move beyond triv-
ial data fitting exercises [13, 4]. While clearly inspired
by these parallel efforts, the objective of this position
paper is more holistic—to improve measurement-based
research as a whole (including measurements, their use
and analysis, modeling, and model validation) to the
point where its reputation as a scientific discipline is no
longer an issue.

2. INTERNET MEASUREMENT ISN'T EASY

Designing and deploying techniques and tools for mea-
suring the Internet and for collecting original data sets
comes with responsibilities that the networking research
community has not taken all that serious. The key prob-
lem faced by nearly anyone wanting to perform mea-
surements on the Internet is that its decentralized and
distributed architecture does not support third-party
measurements. As a result, measurement efforts that
involve multiple ISPs or ASes become non-trivial, often
rely on engineering hacks, typically require innovative
new approaches that are rarely validated in practice,
and generally may not yield the originally desired data.
However, the networking community has been slow in
accepting the fact that more often than not, what we can
measure in an Internet-like environment is typically not
the same as what we really want to measure (or what we
think we actually measure), and this basic observation
can have serious and wide-ranging implications for the
analysis and modeling of the resulting measurements,
as well as for the validation of the claims that are based
on them.

Ignoring this fact is clearly not a solution as it has
the potential of preventing us from deriving results from
our measurements that we can trust. At the same time,
detailing each and every known problem and deficiency
is typically a painstakingly arduous process (e.g., [10,
11]) that generally garners little or no acclaim or appre-
ciation. However, if we as domain experts don’t make
the effort to list all known deficiencies associated with
the measurement techniques we develop, the measure-
ment tools we deploy, and the measurements we collect,
who will? Also, if we as domain experts don’t make this
activity which we call “data hygiene” a focal point of
any future measurement-based research effort, how will
we ever be able to understand our data to the point
where we can trust the results? Finally, if we don’t

take data hygiene more seriously, how can we criticize
non-networking researchers who tend to take publicly
available data sets at face value and often make claims
that subsequently collapse under scrutiny of the data
and/or when checked by experts?

To ensure that we can trust the results that we de-
rive from our data to the point that they withstand de-
tailed scrutiny of the underlying measurements by do-
main experts, we argue that any work in the area of
measurement-based Internet research ought to be able
and answer in the affirmative the above-posed question
Q. It also should be able to support the answer with
rigorous and verifiable arguments. In the following, we
illustrate how outlining a broad strategy for answering
this basic question has the potential of providing a pru-
dent sense of just what sort of standards measurement-
based Internet research may need to become a respected
scientific discipline.

3. TO GET STARTED: FOUR QUESTIONS

Measurement-based networking research and its vali-
dation is largely a lesson in how errors of various forms
occur and can add up. Some of these errors’ main
sources are the measurement process itself, the anal-
ysis of the resulting data, the modeling work that is
informed by this analysis, and the model validation ef-
fort. Any proposed framework that helps keeping those
errors in check to the extent possible can be viewed as
raising the bar for measurement-based networking re-
search and as defining an initial set of standards of the
type we envision the networking community will em-
brace, and—over time-refine, improve, and ultimately
adhere to. Paraphrasing Paxson [10] slightly, the focus
should be emphatically on “developing confidence that
the results derived from [the measurements at hand] are
indeed well-justified claims” and argues for posing a set
of questions that try to expose the likely sources for
errors and are concerned with issues related to data
hygiene, data analysis, and modeling, including model
validation, respectively. As illustrated in Section 4, de-

pending on the scope of the work in question, measurement-

based networking research efforts have to deal with all
or a subset of these issues.

3.1 Issue#l: Data hygiene

Q1l: ARE THE AVAILABLE MEASUREMENTS OF GOOD
ENOUGH QUALITY FOR THE PURPOSE FOR WHICH THEY
ARE USED IN THE PRESENT STUDY?

Answering this question typically depends on whether
the author of the present study is the producer of the
available measurements or simply a consumer (i.e., user
of data collected and made available by someone other
than the author). In the author-as-producer case, the
list of suggestions presented in [10] includes the com-
mendable one to maintain meta-data associated with



any newly collected set of Internet-related measurements,
but in practice, this suggestion is seldom honored. We
believe it is paramount to revisit the meta ata idea,
e pand it, and develop it to the point where its util-
ity becomes obvious and is critical to any serious data
hygiene e ort. While there is in general no best prac-
tice for collecting and maintaining meta-data associ-
ated with a newly collected dataset, in practice, any
meta-data description should aim to include as much
of the information that is pertinent to the collection of
the measurements and their future use by third-parties.
Ideally, this information should provide details about
the measurement techni ue used, its shortcomings and
limitations if any , and alternative techni ues consid-
ered. It should spell out in detail any issues concerning
bias, completeness, accuracy, or ambiguity of the data
that are nown as a result of the producer s in-depth
understanding of the measurement and data collection
e ort. nd if at all possible, it should include any infor-
mation about the operating conditions of the networ
at the time the measurements were made e.g., relevant
infrastructure- or protocol-speci ¢ aspects, networ us-
age and application mi  and that might impact proper
use of the data in subse uent studies either by the au-
thor or other users .

In contrast to the author-as-producer case, the author-
as-user case is generally concerned with datasets that
the researchers who originally collected the data of in-
terest have released and made available to other inter-
ested parties. While commendable, the main problem is
that many of the currently available produced datasets
come without ade uate meta-data descriptions. on-
se uently, a typical user of such data embar s almost
immediately on an analysis of the data whose uality
is largely ta en for granted even though vital details
about the measurement tools, data collection process,
and networ ing conditions at the time of the data col-
lection remain un nown. owever, using such data for,
say, the purpose of repeating the e periment in uestion
and validating earlier results or, more importantly, for
a purpose the original data were never intended to be
used, needs to account for the ambient changes that
may have occurred since the original data were col-
lected. learly, without ade uate meta-data, it is gen-
erally di cult to completely pinpoint those changes and
understand the full e tent of their impact, but apply-
ing proper domain nowledge can go a long way lling
in missing meta-data information. In any case, the ab-
sence of ade uate meta-data should not be an e cuse
for users of such data to neglect their responsibilities
and largely ignore all issues related to proper secondary
usage of original data. roviding convincing evidence
that an e isting dataset can be used for a very di er-
ent purpose than it was originally intended is the sole
responsibility of the user of such data and re uires, at

a minimum, a detailed account of the assumptions that
are made about the data and a list of issues that a
carefully crafted meta ata description of the measure-
ments should would address. While reliance on canon-
ical datasets common in other areas in science would
be clearly useful, such situations are rare in the Inter-
net measurement eld where the underlying conditions
tend to undergo constant changes. s sole purpose is
to increase the focus on a dataset s meta-data descrip-
tion to the point where its critical role for e orts related
to data hygiene becomes obvious, where its availability
becomes the rule rather than the e ception, and where
using domain nowledge to chec or enhance the de-
scription becomes the responsibility of any user of such
data.

3.2 Issue#2: Dataanalysis

fter assessing the overall uality of available mea-
surements, the ne t step towards improving measurement-
based research as a whole concerns the uality of the
analysis of the data. t issue is how to analy e datasets
that are in general tarnished by various documented or
undocumented types of errors and imperfections, yet
contain some amount of useful information. ining
that information is at the heart of the problem and re-
uires a data analytic approach that matches well with
the uality of the measurements.
learly, it ma es little sense to apply very sophis-
ticated statistical analysis techni ues that are highly
sensitive to inaccuracies in the data if the datasets have
been identi ed to e hibit ma or de ciencies. Instead,
what would be desirable here is an emphasis on statis-
tics of the data and on statistical tools that are largely
resilient to most of the nown imperfections of the data.
When accompanied by such strong robustness proper-
ties, the statistics and tools in uestion would be in-
formative and useful despite the problematic nature of
the data. In turn, such observed robustness properties
of the data are e tremely valuable, not only because
they feed bac to and enhance the meta ata descrip-
tion, but also because they become potential candidates
for measurement invariants and as such provide critical
information for future users of these measurements.
he biggest ta e-away points from measurement stud-
ies are often in broad rules of thumb and not in

details. or e ample, an observed areto-type prin-
ciple or -type rule i.e., of the e ects comes
from of the causes is often all that can be re-

liably and robustly inferred from high-variability data
of uestionable wuality, and any attempt at tting a
speci ¢ parameteri ed model e.g., a power-law type or
some other gobbledygoo distributions would be statis-



3.3 Issue#3: Modeling

4. |LLUSTRATIVE EXAMPLES




4.1 On Power-Law Relationships of the Inter-
net Topology [5]




5. CONCLUSION AND OUTLOOK

4.2 Error and Attack Tolerance of Complex
Networks[1]
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