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ABSTRACT

Industrial research firms such as Gartner and IDC are pre-
dicting an explosion in the number of online services in the
coming years. Virtualization technologies could play an im-
portant role in such a world, as they create an opportu-
nity to provide services in a cost-effective manner. However,
to achieve ideal savings, more dynamic environments must
be created, with Virtual Machines (VMs) being provisioned
and altered on-the-fly. Management issues arise when using
these elastic resources at scale. In this study, we provide
an initial investigation of performance and scalability issues
for image management in a virtualized data center. Results
provided show that the choice of storage solution and ac-
cess protocol matters. For example, our tests show the time
to start a VM from a local hard drive under I/O intensive
workload increases by a factor of 15 and for certain shared
storage options, this factor increases to 30 times.
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1. INTRODUCTION

Major shifts in the way Information Technology (IT) func-
tionality is produced and consumed are looming. Software
providers are beginning to provide their products as ser-
vices from the Internet “cloud”. The Web 2.0 and social
networking paradigms have made the creation and use of
services accessible to a greater audience. While users bene-
fit from increased choice, I'T providers are faced with greater
challenges. For example, the popular social networking site
Facebook allows developers to easily expose their applica-
tions to a large audience. This has attracted over 25,000
applications (as of May 22, 2008). The lifespan and usage
level of these applications varies greatly, and may change
over time. Many of these applications are ideally suited for
Virtual Machines (VMs), that can be dynamically adjusted
to meet the current workload.

With the flexibility of VMs come additional challenges, par-
ticularly if the scale of virtualized data centers we envision is
realized. For this reason, we have begun to examine the per-
formance and scalability of different VM management tasks.
Our initial examination indicated issues related to the stor-
age systems used to support the virtualized environment. In
this paper, we provide some preliminary results that demon-
strate how the choice of storage matters in designing a scal-
able image management solution. In particular, we find that
for I/O intensive workloads, high performance shared stor-
age solutions are highly desirable in comparison to local hard
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disk storage. For example, our tests show the time to start a
VM from a local hard drive under I/O intensive workload in-
creases by a factor of 15. Furthermore, we demonstrate that
for certain shared storage options, this factor increases to 30
times. Therefore the choice of shared storage also matters.

The rest of the paper is organized as follows. Section 2 dis-
cusses related projects. Section 3 provides background in-
formation on virtualization and storage solutions. Section 4
describes the methodology and tools we used to perform our
experiments, while Section 5 presents our results. Section 6
concludes our paper with a summary of our work, and ex-
amines topics for future research.

2. RELATED WORK

The use of virtualization in data centers is not a new con-
cept. Numerous open source tools and commercial products
already exist. Similarly, tools are available for managing
virtualized IT environments. For example, Platform Com-
puting offers their Virtual Machine Orchestrator (VMO)!,
and VMware offers their VirtualCenter? management prod-
uct. Both provide user-friendly interfaces for customers to
administer their own virtualized environments. In academia,
tools such as Shirako [1], Usher [3] and Maestro-VC [2] en-
able dynamic provisioning of computational resources, with
scientific users as their initial audience. To the best of our
knowledge, none of these have quantified performance and
scalability issues related to the storage systems and image
management.

The creators of Xen® proposed a distributed filesystem called
Parallax [5] in an attempt to address image management
issues. The goal of that research project was to provide
a unified view of physically distributed hard disks, global
block-level snapshots and copy-on-write semantics. How-
ever, their prototype implemented a limited set of features
and performance results are not publicly available.

3. BACKGROUND
3.1 Virtualization

Virtualization technologies enable physical resources to ap-
pear as multiple logical resources. In our study, Xen pro-
vides the virtualization capabilities. The Xen virtualization
platform creates, manipulates and monitors full and paravir-
tualized VMs. A Xen hypervisor runs as native software on
the hardware platform of a physical machine. It provides

"http://www.platform.com/Products/platform-vm-
orchestrator/
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Figure 1: storage access for Xen VMs

special control privileges to a management domain (Dom0)
which in turn is allowed to instantiate and control the life-
cycle of multiple guest domains (DomU). A DomU is a VM
created by exporting an image to it. An image is an operat-
ing environment that consists of a complete filesystem with
an operating system and a custom or generic software stack.
It may or may not include the kernel, ramdisk or additional
application storage space. There are a variety of storage
options for providing an image; we discuss these options in
Section 3.2. In addition, a prestine or non-prestine VM may
be required. A prestine VM is instantiated from a new or
untainted image. Such a VM is desirable for some situa-
tions, such as running applications that utilize confidential
data. Providing a prestine environment is more costly, as
each VM requires its own copy of an image. Non-prestine
VMs can be provisioned more quickly, by re-using existing
images. Some users may prefer the lower cost of these, if
they also have less strict privacy requirements.

3.2 Storage Solution

A VM image can be stored locally or remotely as a file, a
block device, a logical volume, a root partition, or a combi-
nation of these. Xen supports multiple methods in accessing
VM images (Figure 1). Files and block-based images are
translated to Virtual Block Devices (VBD) before being ex-
ported to a VM. Alternatively, VBDs can be bypassed by us-
ing network-based storage directly from within the VM. Two
popular IP-based network storage solutions are NFS (Net-
work File System) and iSCSI. NFS is a filesystem protocol
that allows a file server to export directories (NFS shares)
to remote client machines. The communication between the
server and client uses Remote Procedure Calls (RPC). Re-
cent versions (NFS v3 and v4) communicate over TCP by
default if both the client and server support it. iSCSI allows
SCSI commands to be exchanged over TCP /IP. This avoids
the need for expensive Fibre Channel connectivity to a SCSI
storage device. Readily available high speed interconnects
like 1 and 10 Gb/s Ethernet makes iSCSI an attractive low-
cost alternative for a network-based storage solution. A de-
tailed performance comparison of NFS and iSCSI is available
in [4]. Both protocols provide similar functionalities, and are
examined in our study.
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Figure 2: our experimental environment

4. METHODOLOGY
4.1 Experimental Environment

Our experimental testbed is shown in Figure 2. It includes
six HP ProLiant BL465c G1 blade servers. Each blade has
two AMD 2216 HE (dual-core, 2.4 GHz) CPUs, 8 GB RAM,
a 73 GB SCSI local disk, and two 1 Gb/s NICs. Four of the
blades are used to run VMs that generate additional load
on the shared components of the test environment. Each of
these has Xen 3.1 installed, with the OpenSUSE 10.3 Linux
operating system. The fifth blade also has Xen 3.1 installed.
We utilize this blade to measure the boot time of the LAMP
VM (described in more detail in Section 4.3.1). Images as
raw files are cached on the local disk of this blade, thus the
fifth blade itself is considered a storage server when we evalu-
ate the Raw File from Local Disk storage option. When
evaluating this option, both the load generating VMs and
the LAMP VM will be started on the same blade. We im-
plemented a shared storage server on the sixth blade server.
This server runs Solaris 10 update 4 (no virtualization on
this server). This server is connected to a high performance
SAN (HP EVA 8100) which it uses as a backend store for
all VM images. ZFS* on Solaris makes it simple to make
snapshots of images and export them as an iSCSI target or
NFS share. Figure 2 also shows the differences between the
local and shared storage server architecture.

We utilize sar for collecting CPU, memory, and disk utiliza-
tion information on Linux and Solaris. For network utiliza-
tion, we use nicstat, a Solaris freeware that polls kstat to
present a time series of NIC utilization information.

4.2 Metrics

We utilize two metrics to evaluate the performance of the
system under study. Our first metric is boot time; i.e., the
time to boot a VM from an image. This is one method
of quantifying the cost of bringing a VM online. As with
booting a physical machine, the time required to boot a

“http://opensolaris.org/os/community /zfs/



VM depends on internal factors (e.g., the number of services
started) and external factors (e.g., the CPU speed, amount
of RAM). We note that the cost to start a VM could also
include the initial distribution of the image to the storage
servers. However this factor is decoupled from the cost as it
is independent of the actual boot time. It could be added
in future work if deemed necessary.

Our second metric is the load on the storage server. Load
is defined as a combination of CPU and network utilization
from the point of view of the storage server. We utilize this
metric to understand the scalability of each shared storage
solution.

4.3 Factorsand Levels

We examine two factors in our study. The first is the type of
VM image (Section 4.3.1), the second is the type of storage
used (Section 4.3.2). We fix a third factor (the virtualization
technology) for all tests. As described in Section 3, all of our
experimental results are based on Xen version 3.1.

4.3.1 VM Image Options

We utilize four different VM images to create a variety of
workloads on the system under study. All of the images
are 1 GB in size, and are allocated 1 virtual CPU and 256
MB RAM. The first image has no active services, and thus
serves as the baseline (idle) case. The next two images em-
ulate a CPU intensive and I/O intensive VM respectively.
The CPU intensive VM simply generates random numbers
continuously. Once booted, the I/O intensive VMs start the
I0zone® benchmark and repeatedly runs the write test, with
a file size of 256MB and a 4 KB record length. The fourth
image contains a LAMP (Linux-Apache-MySQL-PHP) soft-
ware stack. This image instantiates a web server VM from
which we measure the boot time metric.

4.3.2 Sorage Options

Our study evaluates four storage options for VM images.
The levels we considered are: 1) Raw Files from Local
Disk, 2) Raw Files through NFS, 3) Root Filesystem
through NFS and 4) Block Devices through iSCSI.
The two raw file options use the Xen DomU configuration
parameter “file:” to mount the image as a loop device on
Dom0. Xen creates a VBD from the loop device and exports
it to DomU to boot the VM. The NF'S root filesystem option
uses the Xen DomU configuration parameters “nfs_server:”
and “nfs_root:” to instruct DomU to mount its root partition
from the specified NF'S share. This method allows storage to
be attached directly from within DomU. For block devices,
an iSCSI target for the device is exported to Dom0, which
in turn initiates the target as a local SCSI device. Using the
configuration parameter “phy:”, Dom0 exports a VBD from
the local SCSI device to DomU to boot the VM.

4.4 Methodology

All of our tests were conducted in a similar manner. The
i'" load generating VM running in the environment will be
booted sequentially on the Lﬂth blade. This means a max-
imum of four VMs were started on each blade, and up to
a maximum of 16 load generating VMs on four blades. All

Shttp://www.iozone.org/
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Figure 3: Boot times for LAMP VM with Idle Load

the load generating VMs running in the environment (for a
particular test) would either be all idle, CPU intensive or
I/0 intensive VMs.

We measured the boot time of the LAMP VM on the fifth
blade under a variety of load conditions. This corresponds to
measuring the boot time when 0, 1, 2, 3, 4, 8, 12 or 16 load
generating VMs were running in the environment. For the
local disk test, only 0 to 3 load generating VMs were utilized
and they all resided on the same blade that the LAMP VM
was started on.

5. RESULTS

This section provides our experimental results. We exam-
ine the experiments according to the type of VM used to
generate additional load on the system under study.

51 IdlevVM Workload

Our initial experiment considers the time to boot a LAMP
VM, when some number of idle VMs are present in the en-
vironment. Figure 3 shows no noticeable difference in boot
times for all storage options as we increase the number of
VMs. Result are also similar for the raw file from local disk,
NFS files and NF'S root options. In these configurations, the
LAMP VM boots in under 10 seconds even as the number of
idle VMs was increased from 0 onwards. Booting the LAMP
VM over iSCSI took considerably longer, at around 28 sec-
onds (we will speculate on the cause of the additional delay
after we examine all of the results in Section 5.3).

5.2 CPUintensive VM workload

Next, we repeated the methodology utilizing the CPU in-
tensive VMs to place additional load on the system under
study. Figure 4 indicates that the additional load on each
of the virtualized blade servers had little effect on the boot
times of the LAMP server. When utilizing a file on local
disk, the boot times for the LAMP VM remain around 7.5
seconds, the same as in the previous experiment. However,
there is a small, but noticeable increase in these boot times,
suggesting the CPU-intensive VMs had a minor effect on the
results. Overall though, Xen appears to do a good job at
providing performance isolation between the VMs running
on each blade.
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Figure 5: Resource Utilization for Shared Storage
Servers under CPU intensive Load

Looking at the shared storage solutions indicates similar re-
sults to the idle case. All three options seem to scale well
with the iSCSI case having the longest boot times.

Figure 5 shows the CPU and network utilization on the ZFS
server during the iSCSI and NFS tests. Not surprisingly
(given the workload is CPU intensive on the blades where
the VMs are running), the utilization of both of these re-
sources is relatively low, regardless of the number of VMs
running in the environment.

5.3 1/O-intensive VM wor kload

Our final experiment examines the performance and scala-
bility of the environment when the dominant workload in the
environment is I/O intensive. Figure 6 shows the boot times
for this experiment. The results are substantially different
from the previous experiments. Looking first at the local file
case, we see that the boot times of the LAMP VM quickly
and rapidly increase. With one I/O intensive VM running,
the LAMP VM boot time triples and with two I/O intensive
VMs the boot time increases by a factor of 8. When three
I/0O intensive VMs are running, the LAMP VM boot time
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Figure 6: Boot times for LAMP VM with I/O in-
tensive Load

increases by almost a factor of 15. The most likely cause
of this delay is the local disk is overloaded. Figure 7 veri-
fies this is the case. Figure 7 shows that with even one I/O
intensive VM running, the local disk has an average utiliza-
tion of around 90%. Although the CPU utilization is only
47% on average, about three quarters of this is spent waiting
for I/O to complete (CPU iowait state). When the number
of I/O-intensive VMs is increased to two or more, the local
disk is fully utilized, and the time the CPU spends waiting
for I/O increases further. Clearly, in environments with I/O
intensive workloads, relying on a single local disks will limit
scalability.

Figure 6 also provides the boot times for the tests where
shared storage is utilized. From this figure we can see that
the NFS file and iSCSI solutions work the best; although
the boot time increases for both, it does so at a slow rate.
Both are able to sustain the load placed on them by up to 16
I/0 intensive VMs. Figure 6 also shows that the NFS root
solution scales differently than the NF'S file solution even
though both options use the same underlying data sharing
protocol. The boot times for both options remain relatively
similar when up to four I/O intensive VMs are running in
the environment. However, the NFS root case increases sub-
stantially when more I/O intensive VMs are added. With
16 I/0O intensive VMs running, the boot time for the LAMP
VM increases from 9 seconds to just over 240 seconds, a
factor of 30 times slower.

To understand the different behaviours we observed for the
I/0 intensive experiment, we examine the resource utiliza-
tion on the shared storage server. These results are shown in
Figure 8. This figure reveals several key differences between
the NF'S file and NFS root options. First, the NFS root tests
access network storage directly from within the VM. This
fully utilizing the network with only four I/O intensive VMs
running. Beyond this, the ZFS server is network-bound, and
thus the boot time of the LAMP VM is delayed waiting for
the image to be delivered.

The NFS file tests show that neither the ZFS server’s CPU or
network resources are fully utilized. This is because the Xen



100

90 r

80 1 cpu iowait ——3

cpu others
70 | dev util

60 -

50 F

Utilization (%)

40 +

30 [

20

10 +

1vMm 2VM 3VM
Number of I/O load generating VMs

Figure 7: Resource Utilization for Local Storage
Server

image storage access mechanism (see Section 4.3.2) mounts
the NFS file as a local loop device. This allowed the im-
age to be cached in the local RAM on Dom0, thus result-
ing in higher performance. However, the Linux loop device
presents its own set of problems under memory pressure and
should be used with caution in a production environment®.
Xen’s Block Tap mechanism is an alternative to loop de-
vices though our tests with this resulted in kernel crashes,
which we believe is due to the immaturity of the toolset.
The NFS file tests also shows the network is nearing full
capacity in the 16 I/O intensive case. This indicates that
the NFS file approach is also network-limited beyond 16 1/O
intensive VMs. However, since the CPU utilization is still
only 33%, the ZFS server could serve additional VMs if a
larger capacity network link was used.

Lastly, the iSCSI results indicate similar scaling behaviour
as NF'S files. This suggests that the iSCSI protocol utilizes
caching techniques similar to loop device caching. However,
the iSCSI boot times were consistently 20 seconds longer
when compared to NFS files and NFS root (up to a load
of 4 VMs). One hypothesis is that the iSCSI driver in use
requires tuning. Since the shared storage solutions all used
the same underlying physical infrastructure, we have a good
reason to suspect the driver, rather than an inherent per-
formance problem with the iSCSI protocol. However, this
hypothesis remains to be validated.

6. CONCLUSION

In the near future, data centers are likely to utilize virtu-
alization technologies on much larger scales and in more
dynamic ways than are done today. As a preliminary in-
vestigation into the performance and scalability issues that
await, we examined the behavior of several different storage
solutions with respect to a number of workloads. We also
indicated how the types of workloads affect provisioning new
resources.

Our results indicated that for I/O intensive workloads, the
single local hard disk in our test node significantly restricted

Shttp:/ /Ixr.xensource.com/lxr/source/tools/blktap/README
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performance. Attaching a fast disk array overcomes the lo-
cal disk bottleneck and could potentially reveal other bottle-
necks that eluded us in this study. Shared storage solutions
are more scalable in our measurements, although care is still
needed in selecting an appropriate one.

From our findings, we believe that some non-obvious bottle-
necks also exist. We intend to further analyze the perfor-
mance of iISCSI in order to quantify its lower than expected
performance (relative to NFS) within our experimental envi-
ronment. We also plan to perform the measurements using
a different virtualization technology. This will help us un-
derstand which performance issues are particular to Xen,
and at the same time, demonstrate the portability of our
measurement methodology to other virtualization tools

This is only the beginning of performance evaluation in this
space. As noted earlier in our paper, we expect very large
scale (e.g., 10,000s of VMs) environments; our work obvi-
ously looked at much smaller environments than this. We
will continue to explore this and related topics, but obvi-
ously contributions from a wider audience are needed.
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